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device’s software may have a slightly different appearance or modified
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Introduction

Congratulations on your purchase of the WLM-4501 Wireless ADSL2+ Modem.
This modem is fully compliant with 802.11b, 802.11g and 802.11n. This modem
provides the best performance when used in combination with 802.11n client
adapters.

The WLM-4501 is not only a Modem or Wireless Access Point, but can also be
used to connect wired Ethernet devices at 10/100/1000Mbit speeds.

For data protection and privacy, the WLM-4501 can encode all wireless
transmissions with WEP, WPA or WPA2 encryption. By default, the modem is
secured with a WPA2 (AES) encryption key. (The WPA2-key is printed on the
label underneath the modem.)

With a built-in DHCP Server & powerful SPI firewall the WLM-4501 protects your
computers against intruders and known Internet attacks, and also provides safe
VPN pass-through.

With Sitecom Cloud Security, Sitecom goes one step further and ensures that
you can surf the Internet even more safely, not only on your PC, but on all the
devices in your home which you use to access the Internet. It does not matter
whether you surf the Internet on a laptop, a tablet, a mobile telephone or your
television. Thanks to the security that is integrated in the router, all the Internet
devices in your home are protected against the dangers of Internet criminality.



1 Key Features

Features Advantages

IEEE 802.11g compliant

Fully Interoperable with IEEE 802.11b /
IEEE802.11g compliant devices

Based on 802.11n technology

WLM-4501: Up to 6 times faster than
regular 802.11g

(in combination with a 150n or 802.11n
wireless adapter)

Four 10/100/1000 Mbps
Gigabit Port (Auto-Crossover)

To connect four wired PC's as well.

Firewall supports Virtual
Server

Mapping, DMZ, IP Filter, ICMP
Blocking, SPI

Avoids the attacks of Hackers or Viruses
from Internet

Supports 802.11i
(WPA/WPA2, AES), VPN pass-
through

Provide mutual authentication (Client
and dynamic encryption keys to
enhance security)

Integrated modem (Annex A)

Fully compatible with the fastest
ADSL2+ connections up-to-date.

Sitecom Cloud Security

Protect your home against cybercrime

while browsing.




2 Package Contents

Open the package carefully, and make sure that none of the items listed
below are missing. Do not discard the packing materials, in case of return;

the unit must be shipped back in its original package.

WLM-4501 modem/router
110V~240V 12V 1A Power Adapter
Quick Install Guide

CD (User’s Manual)

Warranty card

UTP cable

RJ11 cable

NoukwnN=



3 Cautions

This router’s design and manufacturer has your safety in mind. In order to
safely and effectively use this router, please read the following before usage.

3.1 Usage Cautions

The user should not modify this router. The environmental temperature
should be within +5 ~ 435 degrees Celsius.

3.2 Power

The router’s power voltage is DC 12V 1A.

When using this router, please connect the supplied AC adapter or AC adapter
cable to the router’s power jack. When placing the adapter cable, make sure
it can not get damaged or be subject to pressure. To reduce the risk of
electric shock, unplug the adapter first before cleaning it. Never connect the
adapter to the router in a humid or dusty area. Do not replace the adapter or
cable’s wire or connector.

3.3 Repair

If the router has a problem, you should take it to an appointed repair centre
and let the specialists do the repair. Never repair the router yourself, you
might damage the router or endanger yourself.

3.4 Disposing of the Router

When you dispose of the router, be sure to dispose it appropriately. Some
countries may regulate disposal of an electrical device, please consult with
your local authority.

3.5 Others

When using this router, please do not let it come into contact with water or
other liquids. If water is accidentally spilled on the router, please use a dry
cloth to absorb the spillage. Electronic products are vulnerable, when using
please avoid shaking or hitting the router, and do not press the buttons too
hard.

- Do not let the router come into contact with water or other liquid.

- Do not disassemble the router, repair the router or change the design of the
router, any damage done will not be included in the repair policy.

- Avoid hitting the router with a hard object, avoid shaking the router and
stay away from magnetic fields.

- If during electrostatic discharge or a strong electromagnetic field the
product will malfunction, unplug the power cable. The product will return to
normal performance the next time it is powered on.



4 Product Layout

WPS/Reset button

Power button

Modem connection Power connector

LAN / computer connections

Port Description

ADSL Connect your telephone/ADSL cable this port
Connect the cable from your PC or network device to
LAN .
this ports.

Power connector | Connect your power adapter to this port.
Power button Turn the modem On or Off.




Back label

The back label describes the corresponding LED indications and port functionality.

Wireless Modem Router 300N X3

To access the modem router configuration,
type the following IP address in your Press 2 sec.= OPS mode
internet browser: 192.168.0.1 Press 10 sec. = Reset
Username: admin Press 15 sec. = Factory default W

Password:

To make a wireless connection with this
modem router, choose the network:

WPA2 code:

Serial No.:

SITECOM

Model No: WLM-3500 v2 O

LED Description

Power Lights up when powered ON. Blinks on TEST/RESET

ADSL Lights up when an ADSL cable is connected.

Internet Lights up when internet connection is UP.

WLAN Lights up in Blue when WLAN is enabled. Blinks on traffic

OPS Blinks when OPS mode is on

LAN1~4 When a LAN cable is connected the corresponding light lights up.




5 System Requirements

To begin using the WLM-4501, make sure you meet the following as minimum
requirements:

. PC/Notebook.

. 1 Free Ethernet port.

. Wi-Fi card/USB dongle (802.11 b/g/n) — optional.

. Annex A, ADSL internet connection.

. PC with a Web-Browser (Internet Explorer, Safari, Firefox, Opera)
. Ethernet compatible CAT5 cables.

6 WLM-4501 Placement

You can place the WLM-4501 on a desk or other flat surface, or you can
mount it on a wall. For optimal performance, place your Wireless Broadband
Modem/Router in the center of your office (or your home) in a location that is
away from any potential source of interference, such as a metal wall or
microwave oven. This location must be close to a power connection and the
ADSL/phone line should not be over 2 meters long.

7 Setup LAN, WAN

Modem connection

LAN / computer connections



8 PC Network Adapter setup

Windows XP

» Go to [Start Menu], & [Control panel], > [Network Connections].

% Network Connections:

Fle Edt View Favortes Tools Advanced  Help

Qe - - (T ‘ ) search || Folders ‘@v

Address [@ etwork Connections

Internet Gateway
Network Tasks

= Internet Comection
[5] create anew connection Connected

) setup a home or small Internet Corneetion

office netwark

@ Changs Windows Firewal
settings

L&N or High-Speed Internet

™ Local Area Connection
W5 | Corected Frencled

1 Realek RTLBLEG[BI11 PCI-E
uall, Y

™ wireless Network Connection,
See Al Py flot connected, Firewsled
setie { () Inkel{R) PROYWireless 3345AF

"jT‘ 1394 Camnection

Conrected, Fiewaled
5 T304 bit iapter
Other Places a <

1) Metwork Troubleshooter

@ control Panel
& my etwork Places

« Right-mouse-click on the [Local Area Connection]) icon, and select

[properties]

Status
Repair

Eridge Connections

Create Shorbout
Delete

Rename

e Select [Internet Protocol (TCP/IP)] =>Click [Properties].
BAB| 10 net Protocal (TCPAP) Properties &3

General | Authentication | Advanced | General | ARemate Canfiguration

Cannect using: You can get IP selfings assigned sutomatically if your network supparts

| 31 Flsaltek ATLATE8/8111 PCLE Gigabi {18 Soniafe Oromasn B rocd 1 ok s ek Aol
This connection uses the following items: ) Obtain an IP addess automaticaly ) &
3 Network Manitor Driver -l 75 Use the Iiowing IP addioss b
%~ Micrasoft TCP/IP version & |
[ | rtermet P [TCPAP)
4| | B
Install Uil | Propeties |
- Description @ Obtain DNS server acdhess automaticaly ) £
Transmission Control Protocal/Internet Protocal. The default ) Use the following DNS server addresses: 1 b
wide area network protocol that provides communication

across diverse interconnected networks.

¥ Show icon in notification area when connected
[¥ Motify me when this connection has limited or na connectivity

Select the [General] tab.
The WL-358/359 supports DHCP. Please select both [Obtain an IP address
automatically] and [Obtain DNS server address automatically].



Windows Vista/Windows 7

Go to [Start Menu], - [Control panel], - [View network status and

tasks], -> [Manage network connections].

OQ ; |§h‘ <« Network and Internet + Network Connections » - |+,.‘

f ‘ Organize ~ :

Name Status Device Mame Connectivity Network Category Owner
LAN or High-5peed Internet (2)
g' Local Area Connection :b Wireless Network Connection
o  MNetwork 2 o™ g Mot connected
@8 Broadcom 440x 10/100 Integ... * dm Broadcom B0211g Network ...

Right-mouse-click on the [Local Area Connection]) icon, and select

[properties]

. = =
Ol'\../‘ |E" <« Metwork and Internet » Network Connections »

- ? Disahiethis nef:l.-\rcurkl device [ |

‘ Organize * g Ui

Name Status Device Mame Connectivity Metwe
LAN or High-5peed Internet (2)

!-"!' Local Area Connection !-h' ‘:."-"ireless Metwaork Co

Metwork 2 = ed
@ Broadcom 440x 10 Disable 211g M
Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties




» Select [Internet Protocol Version 4 (TCP/IPv4)], and Click [Properties].

' Local Area Cannection Properties ﬁ Internet Protocol Version 4 (TCP/IPv4) Properties M
Metworking | Sharing | General | Alternate Configuration
Connect using: ‘You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

© Dbtain an IP address automatica

() Use the following IP address:

l."l" Broadcom £40« 107100 Integrated Controller

This connection uses the following items:

& Cliert for Microsoft Networks

310305 Packet Scheduler

BF"E and Printer Sharing for Microsoft Networks

& Intemet Protocol Version & (TCP/IPvE)

I, rtoct veson 4 TCP1PvA) |

& Link-Layer Topolegy Discovery Mapper |40 Driver
wia Link-Layer Topology Discovery Responder (@ Obtain DNS server address automatically

Dlescription
Transmission Control Protocol/intemet Protocol. The default
wide area network protocol that provides communication

across diverse interconnected networks
0K -Cancel :: -Canoel

KK & &R E

{71 Use the following DNS server addresses:

e Open the [General] tab.

The WLM-4501 supports DHCP. Please select both [Obtain an IP address

automatically] and [Obtain DNS server address automatically].



9 Bring up the WLM-4501

Connect the supplied power-adapter to the power inlet port and connect it to
a wall outlet. Press the Power-Button to turn the modem on.

The WLM-4501 automatically enters the self-test phase. During self-test
phase, the Power LED will blink briefly, and then will be lit continuously to

indicate that this product is in normal operation.

10 Initial Setup WLM-4501

LOGIN procedure

1. OPEN your browser (e.g. Internet Explorer).

4 Type http://192.168.0.1 in address bar and press [Enter]

Type user name and password (The default username is “admin”, the
password can be found on the back label of the device).

¢ Favorites | @ http://192.168.0.1/

5 Click OK.
6 You will see the home page of the WLM-4501.



Status

The pages in the status section provide you general information about the
operational status of your device.

Status

The System status section allows you to monitor the current status of your
modem/router: the UP time, hardware information, serial number as well as
firmware version information is displayed here. The page also shows extensive
information concerning the ADSL status and current settings.

[ Status I Statistics T DHCP List T Diagnostics ]

ADSL Router Status
This page shows the current status and some basic settings of the device.

Firmware Version : g}

LU UL ILTIRY 00:AABB:01:23:45

LAN Configuration :

CRULIEITRY 192.168.1.1

SN LR 255.255.255.0

HCP Server : [ZiEBIE

=}
-

WAN Configuration

irtual Circuit : eI

e 1T Not Connected
rotocol : |22y
IP Address : [JTEY
Subnet Mask : {14
Default Gateway : [

NS Server : [{I5Y

=]
wn
=
<
=) J
-

L I ST R CRTEY S I FwVer:3.16.1.0_A_TC3086 HwVer:T14.F7_7.0
Operational Status - [a[«JU}

ADSL Modulation = WA

LULTS QLT ANNEX A

Downstream Upstream
SNR Margin (dB) : N/A N/A
Attenuation (dB) : N/A NfA
Data Rate : N/A NfA



Statistics

You can view statistics on the processing of IP packets on the networking
interfaces. You will not typically need to view this data, but you may find it
helpful when working with your ISP to diagnose network and Internet data
transmission problems. To display statistics for any new data, click “Refresh”.

wireless

mo_d_em routersoon L STPECOMY

Choose yourlanguage ~

[ Status T Statistics T DHCP List T Diagnostics ]

Statistics

This page shows the current status and some basic settings of the device.

Transmit Statistics Receive Statistics
Transmit Frames 8387 Receive Frames 2866
Transmitted Multicast .

Frames 1121 Received Multicast Frames 1061
Total bytes transmitted 3891479 Total bytes received 574251
Transmit Collision 0 Received CRC Errors 0

Received Under-size
Transmit Error Frames 0 Frames 0

REFRESH

wew.sitecom.com | © 1996 - 2011 Sitscom Europe BV, all rights ressrved



DHCP List

This page shows all DHCP clients (LAN PCs) currently connected to your
network. The table shows the assigned IP address, MAC address and expiration

time for each DHCP leased client.

wireless

Mo

[ Status T Statistics T DHCP List T Diagnostics ]

demrouterson s

Choose your language ~

Active DHCP Clients table

This table shows the assigned IP Address, corresponding MAC Address and expiration time of the connected clients.

T T T 1P Address MAC Address Expiration time

o rend-PC 102.168.1.100 00:26:22:AC:5F:2A 2 Days 23:58:30

. sitzcom,com | © 1996 - 2011 Sitecom Europe BY, 2l rights reserved



Diagnostics

The Diagnostics page allows you to test the current configuration.
Click ‘Start’ to let the modem router perform several tasks to verify if the
connection is operational.

wireless

mo_d_em routersoon [STPECOM]

Choose your language

[ Status T Statistics T DHCP List T Diagnostics ]

Diagnostic test :
This page offers some diagnostic tools to test the connection.

Virtual Cireuit :  PVCO ~

>>Testing Ethernet LAN connection NIA

=>Testing ADSL Synchronization WA

>Testing ATM OAM segment ping NIA

>>Testing ATM OAM end to end ping

NA
>>Ping DHCP Primary DNS( N/A ) NiA
>>Ping www.yahoo.com ( use DHCP Pri. or Sec. DNS ) NIA

>>Ping other IP address : © Yes @ No HiA

e sitecom.com | & 1996 - 2011 Sitecom Europs BV, all rights reserved



11 Configuration Wizard

Click Wizard to configure the modem. The Setup wizard will now be displayed;

check that the adsl line is connected and click Next.

dem rOUteraooN w

wweless

Setup Wizard

The Setup Wizard will guide you step by step through a basic configuration procedure

Select your country from the Country list. Select your internet provider. Click
Next.

W|reless

dem rOUter300N i

 Choose your language E

Select your country and ISP

d frgerms 1
Austria .
Belgium next

Czech
Denmark
Finland
France
Germany
Hungary
lceland
Israel

ltaly
Netherlands
New Zealand
MNorway
Poland
Portugal
South Africa
Spain
Sweden
Taiwan

wiw.sitecem.com | & 1996 - 2008 Sitacom Eurepe BV, all rights reserved

Depending on the chosen provider, you may need to enter your user name and
password or hostname in the following window. After you have entered the

correct information, click Next.

Click Finish to complete the configuration.



12 Basic Settings

LAN Settings

This page is used to configure the LAN interface of your ADSL Router. You can
set IP address, subnet mask, and IGMP Snooping or modify the IPv6 address
range .

wireless

Mo

[ LAN Settings I DHCP Settings T WAN Settings T Wireless settings T Security Settings T Wireless ACL ]

LAN Settings

This page is used to configure the LAN interface of your ADSL Router. Here you may change the setting for IP addresses, subnet mask, etc

e
I - - <o
ez
net Ma:

IPv6 Address

1Pv6 Address : [ERNS) / &



DHCP Settings

You can configure your network and the router to use the Dynamic Host
Configuration Protocol (DHCP). This page allows you to select the DHCP mode
that this router will support.

There are two different DHCP Modes: DHCP Server and DHCP Relay. When the
router is acting as DHCP server, please configure the router in the "DHCP
Server” page; while acting as DHCP Relay, you can setup the relay in the "DHCP
Relay” page.

wireless

modemv routersoon —_—

Choose yourlanguage +

DHCP Settings

This page is used to configure the DHCP Server and DHCP Relay settings.

") None © DHCP Server = DHCP Relay configuration
Jel SR 192.168.1.100

St
w
] -oo00  econce (0 ses o the defaut valueof 259200)
@ Automatically ) Manually

T,

Add DHCP Reservation

A

1P Address :

MAC Address :

[ # | Ipaddress | MACAddress | oro |

Radvd
DHCPv6

ww.sicecom.com | & 1996 - 2011 Sitecom Europe BV, all rights reserved



WAN Settings

This page allows you to manually configure the ADSL/WAN settings. The
settings on this page require some knowledge concerning the WAN configuration
we advice less-experienced users to configure the WAN settings using the
Wizard (Chapter 10)

wireless

mo

demrouterson  usw

Choose your language

WAN Settings

This page is used to configure basic WAN settings like ADSL and DNS settings

T Pvc 0 - [ PVCsSummary

BIZlTEY © Enable (O Disable

vpI: [ {range: 0-255)

lsgy 45 {range: 1-65535)

=
=
E
8
a
&

Q
-1
7}

ATM Qos : (IS

PCR: [ cells/second
SCR: |l cells/second

cells

BS

—
I.UI
<
-
-
]
v
<
&

1P Version : JOBCVREE NV 2V

Encapsulation

= Dynamic IP Address
7 Static IP Address
© PPPOA/PPPOE
@ Bridge Mode
PPPOE/PPPoA

username : [

Password : |11}

Encapsulation : ISl RVes Ul Shg

Connection Setting

Connection :

© always On (Recommended)

nnect on Demand(Close if idle for minutes
© Connect Manually

TR < 55 0 mears vse defas) 0 byreshtes

IP Options

IP Common Options

RECTISLIEEY © Enable © Disable

1Pv4 Options

) Static ® Dynamic
RIP1 ~ Direction None =

JEnable © Disable



ATM VC

Virtual Circuit: VPI (Virtual Path Identifier) and VCI (Virtual Channel
Identifier) define a virtual circuit.

VPI: The valid range for the VPI is O to 255. Enter the VPI assigned to
you. This field may already be configured.

VCI: The valid range for the VCI is 32 to 65535. Enter the VCI assigned to
you. This field may already be configured.

ATM QoS: Select CBR to specify fixed (always-on) bandwidth for voice or
data traffic. Select UBR for applications that are non-time sensitive, such
as e-mail. Select VBR for burst traffic and bandwidth sharing with other
applications.

PCR: Divide the DSL line rate (bps) by 424 (the size of an ATM cell) to
find the Peak Cell Rate (PCR). This is the maximum rate at which the
sender can send cells.

SCR: The Sustain Cell Rate (SCR) sets the average cell rate (long-term)
that can be transmitted.

MBS: Maximum Burst Size (MBS) refers to the maximum number of cells
that can be sent at the peak rate. Type the MBS, which is less than 65535

Encapsulation:

ISP: Select the encapsulation type your ISP uses from the Encapsulation
list.

Choices vary depending on what you select in the Mode field.

If you select Bridge in the Mode field, select 1483 Bridged IP.

If you select Routing in the Mode field, select PPPoA, 1483 Bridged IP, 1483
Router IP or PPPoE.

PPPOE/PPPoA

User Name: Enter the user name exactly as your ISP assigned.
Password: Enter the password associated with the user name above.
Encapsulation: select Bridge in the Mode field, select either PPPoA or
RFC 1483.

select Routing in the Mode field, select PPPoA, RFC 1483, ENET ENCAP or
PPPOE.

Multiplex: Select the method of multiplexing used by your ISP. Choices are
VC or LLC.

Connection: The schedule rule(s) have priority over your Connection
settings.

Always on: Select Always on Connection when you want your connection
up all the time.

Connect on Demand: Select Connect on Demand when you don't want
the connection up all the time and specify an idle time-out in the Max Idle
Timeout field

Get IP Address: Choose Static or Dynamic

Static IP Address: Enter the IP address of ADSL Router in dotted

decimal notation, for example, 192.168.1.254 (factory default).

IP Subnet Mask: The default is 255.0.0.0. User can change it to other
such as 255.255.255.0.Type the subnet mask assigned to you by your ISP
(if given).

Gateway: You must specify a gateway IP address (supplied by your ISP)
when you use 1483 Bridged IP in the Encapsulation field in the
previous screen.



Network Address Translation: Select None, Many to One or Many to
Many from the drop-sown list box. Refer to the NAT chapter for more
details.

RIP Version: Select the RIP version from RIP-1, RIP-2B and RIP-2M.

RIP Direction: Select the RIP direction from None, Both, In Only and Out
Only.

Multicast: IGMP (Internet Group Multicast Protocol) is a network-layer
protocol used to establish membership in a Multicast group - it is not used
to carry user data.



Wireless Settings

This section provides the wireless network settings for your router. You can
enable and configure the wireless AP function here.

wireless

modemrouterson s

Choose your language ~

Wireless Basic Settings

This page is used ta configure the parameters for the wireless LAN like wireless encryption settings, channel and band
Access Point : JUE= S EREITEERE
Channel B 01~ Current Channel: |1

Wireless Mode : (RIS

11n Settings
Channel Width : [EZAIV "0
xtension Channel : [T R o ]
Guard Interval : [N

[0 Auto v

m
E
=
8

SSID Settings
SSID index : [RNES

CSORY Sitecom

II

(e ] [cacer ]

Ve sitecom.com | & 1996 - 2011 Gitecam Europe BV, all rights raservad

Parameter Description

Band Please select the radio band from one of the following
options.

2.4GHz(B): 2.4GHz band, only allows 802.11b
wireless network client to connect this router
(maximum transfer rate 11Mbps).

2.4 GHz (G): 2.4GHz band, only allows 802.11g
wireless network client to connect this router
(maximum transfer rate 54Mbps).

2.4 GHz (B+G):2.4GHz band, only allows 802.11b

and 802.11g wireless network client to connect this
router (maximum transfer rate 11Mbps for 802.11b
clients, and maximum 54Mbps for 802.11g clients).

2.4 GHz (N): 2.4GHz band, only allows 802.11n
wireless network client to connect this router
(maximum transfer rate 150Mbps).

2.4 GHz (G+N):2.4GHz band, only allows 802.11g
and 802.11n wireless network client to connect this
router (maximum transfer rate 54Mbps for 802.11g
clients, and maximum 150Mbps for 802.11n clients).

2.4 GHz (B+G+N): 2.4GHz band, allows 802.11b,
802.11g, and 802.11n wireless network client to
connect this router (maximum transfer rate 11Mbps



for 802.11b clients, maximum 54Mbps for 802.11g
clients, and maximum 150Mbps for 802.11n clients).

Mode It allows you to set the router to act in "AP”, “Client”
or “WDS” mode.
SSID The SSID (up to 32 printable ASCII characters) is the

unique name identified in a WLAN. The ID prevents
the unintentional merging of two co-located WLANSs.
The default SSID of the router is “default”.

Channel Width Set channel width of wireless radio. Do not modify
default value if you don’t know what it is, default
setting is ‘Auto 20/40 MHZ'".

Control Sideband Select the upper band or lower band for your radio
frequency. While upper band is selected, the channel
number you can select is from channel 5 to channel
11. While lower band is selected, the channel number
you can select is from channel 1 to channel 7.

Channel Number It is the radio channel used by the wireless LAN. All
devices in the same wireless LAN should use the
same channel. Please select the country you are
located and designate a channel that the router will
use. If you want to let the router automatically to find
an available channel with the highest signal strength,
please select “Auto”.

Radio Power (mW) Set the maximum output power of the router. The
higher output power, the wider coverage range.

Associated Clients Click "Show Active Clients” button and you can see
the wireless clients connected to the router.

When you finish, click ‘Apply Changes’ to save the settings made and restart the
router so the settings will take effect after it reboots.



Security Settings

This router provides complete wireless LAN security functions, include WEP, IEEE
802.1x, IEEE 802.1x with WEP, WPA with pre-shared key and WPA with RADIUS.
With these security functions, you can prevent your wireless LAN from illegal
access. Please make sure your wireless stations use the same security function.
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Encryption You can choose “"None” to disable the encryption or select
“WEP”, "WPA(TKIP)", "WPA2(AES)” or "WPA2 Mixed” mode for
security. When "WEP” is enabled, please click "Set WEP Key”
button to choose the default key and set the four sets of WEP
keys.

WEP -WEP is less level of security than WPA. WEP supports
64-bit and 128-bit key lengths to encrypt the wireless data.

WPA(TKIP) - WPA uses Temporal Key Integrity Protocol
(TKIP) for data encryption. TKIP utilized a stronger encryption
method and incorporates Message Integrity Code (MIC) to
provide protection against hackers.

WPA2(AES) - WPA2, also known as 802.11i, uses Advanced
Encryption Standard (AES) for data encryption. AES utilized a
symmetric 128-bit block data encryption.

WPA Mixed - The router supports WPA (TKIP) and WPA2
(AES) for data encryption. The actual selection of the
encryption methods will depend on the clients.
Use 802.1x IEEE 802.1x is an authentication protocol. Every user must
Authentication use a valid account to login to this wireless router before
accessing the wireless LAN. The authentication is processed
by a RADIUS server. Check this box to authenticates user by



WEP-64Bits

WEP-128Bits

WPA
Authentication
Mode

Pre-Shared Key
Format

Pre-Shared Key
Authentication
RADIUS Server

IEEE 802.1x.

WEP is less level of security than WPA. WEP supports 64-bit
and 128-bit key lengths to encrypt the wireless data. The
longer key length will provide higher security. When “WEP-
64Bits” is selected, you have to enter exactly 5 ASCII
characters (“a-z” and “0-9”) or 10 hexadecimal digits ("0-9",
"a-f") for each Key (1-4).

When "“WEP-128Bits” is selected, you have to enter exactly 13
ASCII characters (“a-z” and “0-9”) or 26 hexadecimal digits
("0-9", "a-f") for each Key (1-4).

There are two types of authentication mode for WPA.
Enterprise (RADIUS) - It uses an external RADIUS server
to perform user authentication. To use RADIUS, enter the IP
address of the RADIUS server, the RADIUS port (default is
1812) and the shared secret from the RADIUS server. Please
refer to “Authentication RADIUS Server” setting below for
RADIUS setting.

Personal (Pre-Shared Key) - Pre-Shared Key
authentication is based on a shared secret that is known only
by the parties involved. To use WPA Pre-Shared Key, select
key format and enter a password in the “Pre-Shared Key
Format” and “Pre-Shared Key” setting respectively.

You may select to select Passphrase (alphanumeric format) or
Hexadecimal Digits (in the “"A-F”, “a-f” and “0-9” range) to be
the Pre-shared Key. For example:

Passphrase: "iamguest”

Hexadecimal Digits: “12345abcde”

Please enter 8-63 characters as the “Pre-Shared Key".

Enter the port (default is 1812), the IP address and the
password of external RADIUS server are specified here.

When you finish, click ‘save’ to save the settings made and restart the router so
the settings will take effect after it reboots.



Wireless ACL

This wireless router supports MAC Address Control, which prevents

unauthorized clients from accessing your wireless network.
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Wireless Access Control

If you choose ‘Allowed Listed', only those dients whose wireless MAC addresses are in the access control list will be able to connect to your
Access Point. When ‘Deny Listed' is selected, these wireless dients on the list will not be able to connect the Access Point.

——
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Parameter Description

Choose to either
Active Enable - Enabled the Wireless Access Control
Disable - Disable the Wireless Access Control

Actions
Allow - Only allow the wireless clients with the MAC
Address you have specified can access to the router.

Deny - The wireless clients with the MAC Address
you have specified will be denied accessing to the
router.

MAC Address Enter the MAC Address of the wireless clients for the
filtering control.

When you finish, click ‘save’ to save the settings made and restart the router so
the settings will take effect after it reboots.



13 Advanced Settings

The advanced settings pages allow users to modify the more complex features of
this device.

Advances wireless

This page allows advanced users who have sufficient knowledge of wireless LAN.
These setting shall not be changed unless you know exactly what will happen
for the changes you made on your router.

wireless

modemrouterson s

Choose your language ~

Wireless Advanced Settings

These settings are only for more technically advanced users who have a sufficient knowledge about wireless LAN. These settings should not
be changed unless you know what effect the changes will have on your Access Point.

1 (fenge:20-1000)
—

SAVE CANCEL
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Parameter Description

Beacon Interval The interval of time that this wireless router broadcast
a beacon. Beacon is used to synchronize the wireless
network. The range for the beacon period is between
20 and 1024 with a default value of 100 (milliseconds).

Fragmentation Fragment Threshold specifies the maximum size of

Threshold packet during the fragmentation of data to be
transmitted. If you set this value too low, it will result
in bad performance. Enter a value from 256 to 2346.

RTS Threshold This value should remain at its default setting of 2347.
Should you encounter inconsistent data flow, only
minor modifications are recommended. If a network
packet is smaller than the preset “"RTS threshold” size,
the RTS/CTS mechanism will not be enabled. The
wireless router sends Request to Send (RTS) frames to
a particular receiving station and negotiates the
sending of a data frame. After receiving an RTS, the
wireless station responds with a Clear to Send (CTS)
frame to acknowledge the right to begin transmission.



DTIM

Broadcast SSID If this option is enabled, the router will automatically
transmit the network name (SSID) into open air at
regular interval. This feature is intended to allow
clients to dynamically discover the router. If this option
is disabled, the router will hide its SSID. When this is
done, the clients cannot directly discover the router
and MUST be configure with the SSID for accessing to
the router. It is used to protect your network from
being accessed easily.

When you finish, click ‘save’ to save the settings made and restart the router so
the settings will take effect after it reboots.



QoS

QoS allows you to classify Internet application traffic by source/destination IP
address and port number. You can assign priority for each type of application and
reserve bandwidth for it. The packets of applications with higher priority will
always go first. Lower priority applications will get bandwidth after higher priority
applications get enough bandwidth. This can let you have a better experience in
using critical real time services like Internet phone, video conference ...etc. All the
applications not specified by you are classified as rule name “Others”. The rule
with a smaller priority number has a higher priority; the rule with a larger priority
number has a lower priority. You can adjust the priority of the rules by moving
them up or down.

Classification

wireless
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Quality of Service

Configuration of classification table for IPQoS.

LU Highesti 3 [Highi 4 [Medium:2  [Low: 1 Discipline Save || Rule&Action Summary
(valid: 1~15) y
Rule

Rule Index : [

Enable (© Disable

[ofofofofo
o) v iz iz | v

Physical Ports -

Destination MAC Address :
1P Address :
Subnet Mask :
Port Rang: ~
Source MAC Address :
1P Address :
Subnet Mask :
Port Range : o
Protocol :
Vlan ID Range : o
1PP/DS Field : B CET (e CINEN Elo )
1P Precedence Range : ~
Type of Service :

DSCP Range : ~ (Value Range: 0 - 63)

802.1p:

7

Actions.
IPP/DS Field : 1PP/TOS @ DSCP
Remark :
Type of Service Remark :
DSCP Remark : (Value Range: 0 - 63)

802.1p Remark :
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Enable/Disable QoS You can check “Enable QoS” to enable QoS
functionality for the WAN port.

Add a rule Enter all the data required for the rule you wish to set and click

Add to save this rule.
Edit a QoS rule Select the rule you want to edit and click “Edit”, then enter
the detail form of the QoS rule. Click "Apply” after editing the form and the

rule will be saved.

Discipline Save allows to save the selected Qos discipline without changing

the current rules.

Rules&Action summary provides an overview of the current effective Qos

settings.

Click *‘Add’ To save and apply the new rule.



UPnP

When the UPnP function is enabled, the router can be detected by UPnP
compliant system such as Windows 7. The router will be displayed in the
Neighborhood of Windows 7, so you can directly double click the router or right
click the router and select “Invoke” to configure the router through web
browser.

wireless
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UPnP Configuration
This page is used to configure UPnP. The system acts as a daemon when you erable it. Select the WAN interface (upstream) that will use
UPnP.

Enable @ Disable (by UPnP-enabled Application)

Parameter Description

UPnP Enable or disable UPnP feature.

Auto-configured This will allow Upnp enabled applications to open
required ports in your router.

When you finish, click ‘Save’ to save the settings made and restart the router
so the settings will take effect after it reboots.



Routing

The page enables you to define specific route for your Internet and network
data.

Most users do not need to define routes. On a typical small home or office LAN,
the existing routes that set up the default gateways for your LAN hosts and for
the router provide the most appropriate path for all your Internet traffic.

You may need to define routes if your home setup includes two or more
networks or subnets, if you connect to two or more ISP services, or if you
connect to a remote corporate LAN.

wireless
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Routing Table List

This page displayes routing information

| _# | _Destination [ _SubnetMask [ Gateway Address | Metric____| __Device | _use | Edit | Drop]|

o 192.168.2.0 255.255.255.0 0.0.0.0 o br0

192.168.1.0 255.255.255.0 0.0.0.0 0 bro

o|o|e|e

1
2 127.0.0.0 255.255.0.0 0.0.0.0 [1} lo
3

239.0.0.0 255.0.0.0 0.0.0.0 0 etho

ADD ROUTE
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Click ‘Add route’ to add a self defined router

Parameter Description

Destination IP  The destination can be specified as the IP address of a

Adress subnet or a specific host in the subnet. It can also be
specified as all zeros to indicate that this route should be
used for all destinations for which no other route is
defined (this is the route that creates the default

gateway).
Subnet Mask The network mask of the destination subnet. The default
gateway uses a mask of 0.0.0.0.
Gateway IP Gateway IP that should be used enter an address or
adress select a pvc channel
Metric Defines the number of hops between network nodes that

data packets travel. The default value is 0, which means
that the subnet is directly one hop away on the local LAN
network.

When you finish, click ‘Save’ to save the settings and restart the router so the
settings will take effect after it reboots.



SNMP

Simple Network Management Protocol (SNMP) is a troubleshooting and
management protocol that uses the UDP protocol on port 161 to communicate
between clients and servers. The router can be managed locally or remotely by
SNMP protocol.

wireless
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SNMP Configuration

This page is used to configure the SNMP protocol.

Get Community :
Set Community :

O Enable @ Disable
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Parameter Description

SNMP Select “Disable” or “Enable” to disable or enable the
SNMP feature.

Get Community Name of the read-only community. This read-only
community allows read operation to all objects in the
MIB.

Set Community Name of the write-only community. This write-only

community allows write operation to the objects
defines as read-writable in the MIB.

When you finish, click ‘Save’ to save the settings made and restart the router
so the settings will take effect after it reboots.



DDNS

Dynamic DNS (DDNS) allows you to map the static domain name to a dynamic
IP address. You must get an account, password and your static domain name
from the DDNS service providers.

wireless
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Dynamic DNS Configuration

is used to configure the Dynamic DNS address from DynDNS.org.
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Parameter Description

Enable Check the box to enable DDNS function.

DDNS Provider Select your DDNS service provider here. This router
supports DynDNS and TZO service providers

Host Name Enter the domain name you’ve obtained from DDNS

service provider.
DynDns Settings

Username Enter the username assigned by the DDNS service
provider.

Password Enter the password assigned by the DDNS service
provider.

Wildcard support Enable or disable the usage of wildcards (i.e. *.* )

When you finish, click ‘Save’ to save the settings made and restart the router
so the settings will take effect after it reboots.



NAT

This page allows viewing or changing of the current status of the NAT for each
VC.
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NAT

This field shows the current status of the NAT function for the current VC.

Virtual Circuit : (VeI
NAT Status - [SELIS
Number of IPs : OIS

Here it's possible to set Virtual server or DMZ settings for each virtual circuit.
For more information about the DMZ and virtual server please read chapter 13
Firewall.



TR-69

As a bidirectional SOAP/HTTP-based protocol, it provides the communication
between customer-premises equipment (CPE) and Auto Configuration Servers
(ACS). It includes both a safe auto configuration and the control of other CPE
management functions within an integrated framework. In the course of the
boom of the broadband market, the number of different Internet access
possibilities grew as well (e.g. modems, routers, gateways, set-top box, VoIP-
phones). At the same time the configuration of this equipment became more
complicated -- too complicated for the end-users. For this reason the TR-069
standard was developed. It provides the possibility of auto configuration of these
access types. The technical specifications are managed and published by

the Broadband Forum. Using TR-069, the terminals can get in contact with the
Auto Configuration Servers (ACS) and establish the configuration automatically.
Accordingly other service functions can be provided. TR-069 is the current
standard for activation of terminals in the range of DSL broadband market.
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CWMP Setup

This page is used to configure TR-069.

(2 LLEN © Enzble O Disable
ACS Login Information

(UMY hitp://122.193.99.166:30/entry_basic/node /069

basic

g
£
g
213
|8
H

Password : [l.EE4

o

onnection Request Information
Path : [l

Username : [RPX}

Periedic Inform Config

Password : [§PK]

© Disable
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14 Firewall Settings

The Broadband router provides extensive firewall protection by restricting
connection parameters, thus limiting the risk of hacker attacks, and defending
against a wide array of common Internet attacks. However, for applications that
require unrestricted access to the Internet, you can configure a specific
client/server as a Demilitarized Zone (DMZ).

Firewall

wireless
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Firewall

This page is used to configure the Firewall.

(WARNING: If you enabled SP1, all traffic initiated from WAN will be blocked. Including DMZ, Virtual Server, and ACL WAN side.)

Parameter Description
Firewall Enable or Disable the firewall
SPI Enable or Disable the firewall (Warning: If you

enable SPI, all traffic initiated from WAN will be
blocked)



ACL

This page is used to IP addresses for Access Control. If ACL is enabled only the IP
Addresses that are in the ACL Table can access the CPE.

wireless

mo_d_em routersoon L Srre oM

Choose yourlanguage ~

[ Firewall | acL | 1P Filter T DMZ T virtual Server ]

ACL Configuration

This page is used to configure the IP Address for Access Control List. If ACL is enabled, just these IP address that in the ACL Table can
access CPE. Here you can add/delete IP Address.

Enable @ Disable

0.0.00 ~[0.0.0.0 (0.0.0.0 - 0.0.0.0 means all IPs)

ACL Table
| Index | Active | SecurelPAddress | Application | Interface |
1 0.0.0.0~0.0.0.0 ALL Both

v sitecom.com | & 1996 - 2011 Sitecom Eurepe BV, 2ll rights rasarved

ACL Enable or disable Access Control
ACL Rule index Select an index number for the rule you are creating.

Active Select if the Rule should be active or not

Secure IP Address Enter the range IP addresses for which this rule should be
effective.

Application Select an application from the list or choose ‘all".

Interface Select the interface for this rule, "WAN’ or ‘LAN’.



IP Filter
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Filter

Entries in this table are used to restrict certain types of data packets from your local network to Internet through the Gateway. Use of such
filters can be helpful in securing or restricting your local network.

Filter Type

Filter Type Selection : JIJUEIGSTC -

Rule Type

Rule Type Selection - [{CI =1

P/MAC Filter Rule Index : [N
LEULE © Enable © Disable

Interface : [N

Direction : R -

Rule Type : ([

TS CH 0000 (0.0.0.0 for all)

0000

Port Number : J{i (0 for all)

PEELE LR 0.000 (0.0.0.0 for all)

0000

Port Number : [fi (0 for all)
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Protocol : [RICIS
IP / MAC Filter Listing

" . . Source Destination MAC
I e 5 0 P N T
1 Q o TCcp

No $Interface Both 0.0.0.0/0.0.0.0  0.0.0.0/0.0.0.0
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Filter Type

Choose the type of filter you wish to use, there are 3 possible types of
filter .

- IP/Mac Filter

- Application filter

- URL block

IP Filter Rule Editing

IP Filter Rule Index: This is item number

Active: Select Yes from the drop down list box to enable IP filter rule.
Source IP Address: The source IP address or range of packets to be
monitored.

Subnet Mask: It is the destination IP addresses based on above
destination subnet IP

Source Port Number: This Port or Port Ranges defines the port allowed
to be used by the Remote/WAN to connect to the application. Default is
set from range 0 ~ 65535. It is recommended that this option be
configured by an advanced user.



Destination IP Address: This is the destination subnet IP address.
Subnet Mask: It is the destination IP addresses based on above
destination subnet IP

Destination Port Number: This is the Port or Port Ranges that defines
the application.

Protocol: It is the packet protocol type used by the application, select
either TCP or UDP or ICMP

Rule Unmatched: Select action for the traffic unmatching current rule;
Forward to leave it pass through, and NEXT to check it by the next rule.

IP Filter Listing

#: Item number.

Active: Whether the connection is currently active.

Src IP Mask: The source IP address or range of packets to be monitored.
Dest IP Mask: This is the destination subnet IP address.

Src port: This Port or Port Ranges defines the port allowed to be used by
the Remote/WAN to connect to the application. Default is set from range
0 ~ 65535. It is recommended that this option be configured by an
advanced user.

Dest Port: This is the Port or Port Ranges that defines the application.
Protocol: It is the packet protocol type used by the application, select
either TCP or UDP or ICMP



Application filter
Here you can choose which applications should be blocked or
allowed access.

#zbpage Saeenshat
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Filter

Filter Type

(S8 SCSISC Y | Application Filter [+ ]

Application Filter Editing

L R O Enable © Disable

JUCRY @ allow © Deny
@ Allow © Deny
ALY © Allow O Deny

Real Audio/Vides @ allow O Deny

hup: 13218541

Choose which application should be allowed or denied access and click ‘Save’ to
apply the settings.

The URL block
Here it's possible to block certain websites.

Webpsge Sresnsha
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Filter

Filter Type

URL Filter Editing
L e [
s

URL Filter Listing

URL

hmp: 12212511

Filter type
Enter the website you wish to block and make sure the rule is active.
Click ‘Save’ to apply the new rule.

URL Filter Listing
Shows all entered URL block rules.



DMZ

The DMZ Host is a local computer exposed to the Internet. When setting a
particular internal IP Address as the DMZ Host, all incoming packets will be
checked by the firewall and NAT algorithms then passed to the DMZ Host.

For example, if you have a local client PC that cannot run an Internet
application (e.g. Games) properly from behind the NAT firewall, then you can
open the client up to unrestricted two-way Internet access by defining a DMZ
Host.
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DMZ

A Demilitarized Zon
ont:

is used to provide Internet services without sacrificing unauthorized access to
DMZ host contains ible

e local private network. Typically, the
devic d DNS

its local priv:
ble to Internet traffic, such as Web (HTTP ) servers, FTP servers, SMTP (e-mail) servers and DNS servers,

DMZ Host IP Address : [{ililgii]

Enable DMZ and enter the IP address for which you want unrestricted access to
the internet in the DMZ Host IP address. Click Apply to save and apply the
settings.



Virtual server

Use the Virtual Server function when you want different servers/clients in
your LAN to handle different service/Internet application type (e.g. Email,
FTP, Web server etc.) from the Internet. Computers use numbers called port
numbers to recognize a particular service/Internet application type. The
Virtual Server allows you to re-direct a particular service port number (from
the Internet/WAN Port) to a particular LAN private IP address and its service

port number.
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Virtual Server

The Virtual Server rule index for this VC. You can specify upto 10 rules. All the VCs with single IP will use the same Virtual Server rules.

;

Virtual Server Listing

[ ___Rule | StartPort | __Endport | localfPAddress [ ___Edit | Drop |
0 1 9678 192.168.1.105 24 [x]
1 N/A N/A N/A i:g
2 N/A N/A N/A g
3 N/A N/A N/A =
4 N/A N/A N/A B
5 N/A N/A N/A =
6 N/A N/A N/A B
7 N/A N/A N/A &g
8 N/A N/A N/A |Eg
9 N/A N/A N/A g
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Local IP This is the LAN client/host IP address that the Public Port number
packet will be sent to.

Start port Here the starting port number must be entered
End port Here the end port number must be entered

Note : The ports from the start port till the End port will be opened
Click the ‘edit icon’ to change an existing rule.

Click *‘Apply’ for the changes to take effect.



15 TOOLBOX Settings

Sitecom Cloud Security

Antivirus software alone is not safe enough. You can now benefit from
additional built-in security in your modem or router. Protect all devices in your
home network against cybercrime while browsing. Activated automatically,
your network and devices are better secured than ever before.

Your Sitecom device comes with a 6 month free Sitecom cloud security

subscription.

After you have set up your Sitecom device for internet access, open the
webbrowser and enter http://www.sitecomcloudsecurity.com in the address

bar.

If the device has been properly configured the following web page should be
shown.

Sitecom Cloud Security

Congratulations, you can now surf safely

How many devicas inyour hame use the Intermnet? Da you have 2 Mac, smarphone, tablet ar game consala next ta your Windaws PC7
All hese devicas have an Internet conrection and all are susceptible to actons by cybercriminals
Sitecom Cloud Szcurity protzcts all these devices against viruses, phishing and fraud, without you having fo worry aboutit

% Antivirus and Antimalware a No Security Code needed ﬂ
¥/ Antiphishing o Siecom Cloud Securlly is automatically aclivaled

% Protection against unsafe websites o

# Blocking of oniine advertisements Enable

You are using a free six month subscription, which is not automatically renewsd

w Did you know hat Sitacom Cloud Security has already stopped atlacks and threats at T4.8% ofthe protected home networks?

& Pownred by patent pending Hitman Pro tecrnciogy from GurfRight

Here you can see which security features are activated.

The Sitecom Cloud Security service offers the following protection options:

- Anti-Malware
- Anti-Phishing

- Protection against unsafe websites
- Advertisement blocking



With the protection of unsafe websites activated the Sitecom Cloud Security
will always check if a website is safe. If it is not safe it will inform you that is
not safe to enter.

Sitecom Cloud Security

Unsafe Host

http://www.rootkit.com/

This host contains characteristics of an identified security risk. It may compromise your privacy and security, make
dangerous changes to your system’s settings without your knowledge and consent, or severely degrade your system’s
performance and stability. Exchanging sensitive or confidential information with this host could also put you at risk for
identity theft and/or financial fraud

Recommended

| understand that this website may compromise my personal data, proceed anyway.

If this website installs malicious software onto your system, please read these instructions about removing the software
from your system

If you still wish to visit this webpage click on ‘proceed anyway’. Alternatively
click ‘Back to Safety’ so that your security will not be breached.



If you wish to change your security options or to extend your subscription at
any time, open http://www.sitecomcloudsecurity.com from your web browser.

You will be asked for a username and password. These can be found on the
backlabel on the bottom of your Sitecom router or modem.

Sitecom Cloud Security

Configuration

Login

Usemame:

Passward:

Login

If the login succeeded you can click on ‘'Settings’ to change your security
options.



Sitecom Cloud Security

Configuration

Setlings

aut Security
Antivirus software on your computer alone is not safe enough. The built-in security in your router may use cloud-based
services to protect all devices in your home network against cybercnime from the intemet. You may optionally disable

these senvices

¥l Antivirus ¥ Protection against unsafe websites

a

[¥] Antiphishing Advertisement blocking

Splash-screen

The splash-screen shows the protection status, once every 8 hours of idle internet usage
Click the button below to enable and bring up the splash-screen, where you can alsc disable it

| Show splash-screen

ehnology from SurfRight

2 reserved
UTWHD.8.29 (WL-351 v1001; 1.5}

Or click ‘License’ to renew your subscription.

Sitecom Cloud Security

Configuration

License

ut Subscription

Subscription is activated. Expiration date: zondag 31 | 011 (149 dagen resterend)

|, Renew subscription | Visit subscription provider website to renew subscription

If you have a Key Cede and Security Code, enter them in the spaces below and click Activate

Key Code
Security Code

M1 lunderstand and accept the License Agreement
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Powered by Hitman Pro technoiogy
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If you wish to disable to Sitecom cloud security at any time, open the webpage
of your Sitecom product and log in with the supplied credentials (these can be



found on the back label on the bottom of your Sitecom device).

”n

Go to Toolbox and select "Sitecom Cloud Security
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Choose your language E[

[ Sitecom Cloud Security T Password T Timezane T Remote T Firmware T Back-up T Reset T DDNS ]

Protect all the devices in your home network against cybercrime while browsing with Sitecom Cloud Security!

Enable or disable Sitecom Cloud Security : @ Enable O Disable

b T R T TR T T | Activate or configure

Click the “Disable” radio button and click ‘Apply’ for the settings to take effect.

Password

This page allows you to set the password to access the web server of the router.
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Choose yourlanguage ~

Password settings

This page is used to set the account to access the web server of ADSL Router. Empty user name and password will disable the protection.

Confirmed Password :

. sitacem,com | & 1996 - 2011 Sitcom Europe BV, 2l nights res=rvad

If the password you typed in ‘New Password’ and ‘Confirmed Password’ field are
not the same, you'll see the following message:

“Please retype the new password again when you see above message.”

If the current and new passwords are correctly entered, after you click ‘Apply’,
you’'ll be prompted to input your new password:



Connect to 192.168.2.1

Default: adming1234

Lser name:

¥ s v|

[
[
Password; | |

[ 1Remember my password

L (8] 4 ][ Cancel J

Please use new password to enter web management interface again, and you
should be able to login with new password.



Time Settings

The Time Zone allows your router to set its time; especially for recording
System Log.
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Time Zone Setting

You can maintain the system time by synchronizing with a public time server over the Internet.

Time Synchronization

Synchronize time with - [CRNs RS

O pC's Clack

) Manually

(G680 S Horg Ko, P, Sgaper. T ;
PEMILLELILEY © Enable @ Disable
booo (0000 Do Vo)

i sitacom,com | & 1996 - 2011 Sitecom Eureps BV, all rights rsarvad

Parameter Description

Current Time The current time of the specified time zone. You can set
the current time by yourself or configured by SNTP
server.

Time Zone Select Select the time zone of the country you are currently
in. The router will set its time based on your selection.

Enable SNTP client Check the box to enable router to update time from

update SNTP server.

SNTP server The IP address or the host name of the SNTP server.
You can select from the list or set it manually.

When you finish, click ‘Save”.
The router so the settings will take effect after it reboots.



Firmware Upgrade
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[ Sitecom Cloud Security T Password T Time Settings T Firmware T Reboot ]

Firmware upgrade

On this page you can upgrade the routers firmware to a newere version (when available)

@ Enable ) Disable

enable automatic firmware update :

© romfile @ tclinux.bin

Thist might take several minutes, don't power off the router during upgrade. The router will restart after the upgrade.

UPGRADE

ww.sicecom.com | & 1996 - 2011 Sitecom Europe BV, all rights reserved

Enable Automatic firmware update When enabled the router will check for
updates on the firmware if an updated firmware has been released the router will
inform you that a newer firmware is available and offers to download and install
the firmware.

This page also allows you to manually upgrade the firmware for the router. Click
“Browse” button to select the firmware file and click “"Upload” button to start
upgrading.

Romfile backup Allows saving all current settings to a file.

IMPORTANT! Do not turn off your router while this procedure is in progress.



Reboot

Whenever you use the Web configuration to change system settings, the
changes are initially placed in temporary storage. To save your change for
future use, you have to click "Apply” to reboot the router. If you have
encountered problems during the configuration, you can click the "OPS” button
in the top panel of the router over 15 seconds to reset default settings.
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System Restart

This page is used to apply changes to system memory and reboot the router, or reset to factory defaults.

SECILEEEIATE © Current Settings ©) Factory Default Settings

RESTART




